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Summary
The advent of quantum computing is poised to revolutionize many aspects of technology, but it
also brings significant challenges to the world of cybersecurity. As quantum computers become
more powerful, traditional cryptographic systems like RSA and Diffie-Hellman are at risk of
being rendered obsolete. In this white paper, we aim to provide a clear understanding of the
practical considerations involved in implementing a hybrid classical/quantum security
architecture, including hardware maturity, market readiness, and regulatory compliance. As we
move further into the quantum era, it is imperative for organizations to begin their journey
toward a quantum-safe future. This white paper offers an approach for ensuring that your
organization's security posture remains resilient, adaptable, and future-proof.

In the rapidly evolving landscape of cybersecurity, the threat posed by quantum computing
necessitates a robust and future-proof approach to protecting sensitive information. We
propose a hybrid architecture, combining Post-Quantum Cryptography (PQC) with Quantum
Secure Communication (QSC) to provide comprehensive defense against both current and
future cybersecurity threats. We also compare the 3 most relevant strategies for securing
networks against quantum attacks (PQC, QKD, and QSC), unpack the challenges of
integrating these emerging technologies, and show how this hybrid approach offers a path to
achieving a resilient and secure cybersecurity posture. Government agencies, financial
institutions, and enterprises handling sensitive data will benefit from these essential insights
into building a security architecture that can protect data today from the threats of tomorrow.
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The Threat Against Public Key Crypto Systems
Q-Day is defined as the day when a quantum computer will be able to crack algorithms, such
as RSA and Diffie-Hellman, that we rely on for public key cryptography. This quote from a
report by the Department of Homeland Security gets to the core of Q-Day and the problem with
legacy crypto systems: “The security of the U.S. information and communication infrastructure
is currently predicated on the assumption that it is impractically hard for computers to solve
certain mathematical problems, such as integer factorization and finding the discrete logarithm
of elliptic curves.”

Digital security in the US and abroad, all of the existing communication infrastructure, is
currently predicated on this assumption that certain math problems are very hard to crack, and
specifically math problems like integer factorization and the discrete logarithm problem for
elliptic curves. These are math problems that were presumed to be very hard for any computer
to crack, and that's what security in today's systems relies upon – but that is no longer an
assumption we can afford to make. These math problems are now vulnerable to attack by
quantum computers. This is a big problem that impacts all of our communication systems, but
perhaps more urgently, it impacts our critical infrastructure. A report put out by the Department
of Homeland Security in collaboration with the RAND Corporation and CISA assessed dozens
of these National Critical Functions. These are important digital systems, such as the ability to
generate and distribute electricity and the ability to conduct trustworthy elections.
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Each of the critical functions identified in the report have different urgencies, and different
scopes of migration. In addition, the report highlights which parts of our digital infrastructure we
should prioritize in terms of migration to a quantum-safe solution. It is imperative that we
prepare and begin the migration to a quantum-safe critical infrastructure to maintain these
systems.

A Timeline to Q-Day
At some point, a quantum computer will break the existing crypto systems that we depend on
to keep our data private and our infrastructure secure. Only a cryptographically relevant
quantum computer (CRQC), a quantum computer that is large enough, fast enough, and with
high enough fidelity, will be able to crack algorithms like RSA. When will a CRQC come online?
The timeline according to experts in the field varies from a few years to decades from now. No
one really knows when, but the estimate is continually shrinking because with every
advancement in both theory and hardware, a CRQC becomes more attainable.

Some recent advancements that are bringing us closer to a CRQC include:

● Lower Physical Qubit Requirements. Recent advancements in quantum algorithms have
significantly reduced the number of physical qubits required to run Shor’s algorithm,
which is essential for breaking asymmetric encryption and public key cryptography
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schemes. Previously, it was believed that millions of qubits would be necessary, but
these advancements have lowered that threshold significantly.

● More Efficient Error-Correcting Codes. The development of more efficient
error-correcting codes is crucial for maintaining the fidelity of qubits, which is essential
for the reliable operation of quantum computers.

● Development of Variational Algorithms. Algorithms such as Variational Quantum
Factoring (VQF) allow quantum and classical computers to work together. These
algorithms enable operations like factoring large integers into primes, further reducing
the requirements for a CRQC in terms of qubit number, fidelity, and overall resources.

● Advancements in Quantum Computing Hardware. Periodic updates and innovations in
quantum computing hardware by vendors and manufacturers have accelerated
progress. These include the move towards modular architectures, where multiple
processors work together, resembling the evolution seen in high-performance
computing. This requires the development of interconnects between processors, such
as ion-photon entanglement.

● Improvement in Qubit Quality. Ongoing improvements in qubit quality, such as increased
quantum volume and qubit count, and increased gate fidelities, are essential for
advancing towards CRQC.

● Logical Qubits and Fault-Tolerant Quantum Computing. Demonstrations of logical qubits
and small-scale fault-tolerant quantum computers are promising steps toward achieving
utility-scale quantum computing, which is critical for the development of a CRQC.

These factors collectively contribute to the accelerated development of a CRQC, bringing us
closer to the capability of breaking current cryptographic systems.When it comes to
cybersecurity, a lens of risk is necessary. From a risk standpoint, if there is a 10%
chance that a CRQC will be available in the next five years, is that level of risk
something an organization is willing to accept?
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The problem we’re confronting is clear: existing encryption protocols are no longer secure.
Asymmetric algorithms like RSA, DSA, and Diffie-Hellman can all be cracked by Shor's
algorithm on a quantum computer. So what solutions are there to protecting data from
quantum attacks like Shor’s algorithm? There are three primary families of solutions out there:

1. Post Quantum Cryptography (PQC). PQC is an encryption solution that replaces
discrete log and integer factorization. PQC uses new math problems. This is a purely
classical technology, but these new math problems employed by PQC are intended to
be resistant to attacks by supercomputers, classical computers, as well as quantum
computers. The National Institute of Standards and Technology (NIST) is responsible for
standardizing these new algorithms in the United States, and those standards were
released in August of 2024.

2. Quantum Key Distribution (QKD). QKD relies on quantum physics for security. Quantum
signals are used to communicate between two nodes on a network and establish a
shared symmetric key.

3. Quantum Secure Communication (QSC). Quantum Secure Communication also
leverages quantum physics for security. However, this solution relies on quantum
entanglement, which can be used for a variety of cryptosystems, as well as a wide
variety of other applications.
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Which is better: PQC, QKD, or QSC?
Aliro is frequently asked this question: when it comes to solutions to protect against Q-Day,
what is a better solution? In some ways this is a fair question, and in other ways it's not a level
comparison. It is an objective question to some degree, but it is also rather subjective and
dependent on an organization’s specific security needs and the applications it wants to enable
on the network. There are certain protections and capabilities these technologies can provide
in a crypto system that other solutions cannot provide.

Comparing PQC, QKD, and Quantum Secure Communications (QSC)

When comparing Post-Quantum Cryptography (PQC), Quantum Key Distribution (QKD), and
Quantum Secure Communication (QSC), it’s important to recognize that each technology
offers distinct advantages that cater to different security needs. PQC, as a classical
technology, is more straightforward to integrate into existing systems, making it an attractive
option for organizations looking to enhance their security with minimal disruption. On the other
hand, QKD and QSC offer the unparalleled advantage of information-theoretic security, which
remains robust regardless of advancements in computational power. These quantum-based
solutions also provide unique capabilities like eavesdropper detection, a critical feature that
identifies any attempt at interception, ensuring the highest levels of communication security.
Ultimately, the choice between these technologies hinges on an organization’s specific
requirements, including the nature of the threats they face, the sensitivity of their data, and the
complexity of their network infrastructure.
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Given these differing strengths, the decision between PQC, QKD, and QSC should be guided
by the specific security priorities and operational contexts of an organization. Let’s take a
closer look at each of the options.

PQC

PQC employs algorithms based on lattice problems. These lattice-based algorithms have been
well-studied, and they can be used to establish public and private key pairs on a network.
These lattice problems are presumed to be very difficult for both classical computers as well as
quantum computers to crack. That being said, the security of PQC is still a conjecture. There is
no provable guarantee that a future computational system would not be able to crack
lattice-based problems. Using PQC makes it possible to retain a lot of the cryptographic
notions and primitives that are already in place today, such as digital signatures, certificates,
and trusted authorities. These are capacities that PQC can provide to your crypto system that
QKD and QSC may not provide.
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QKD

QKD is a technology that has been theorized for decades, with the first protocol dating back to
the 1980s. QKD uses single photons traversing a quantum channel to establish a symmetric
cryptographic key between two directly connected parties in a point-to-point system. QKD is
information-theoretically secure, so any eavesdropper or man-in-the-middle, regardless of their
computational capabilities, will not be able to crack the key. The technology has been
theorized for many decades, and has been implemented and deployed in networking systems
for a little over 20 years now. There are robust commercial products and a market for QKD
being deployed across the globe.

QKD does have some drawbacks when it comes to scalability. While very effective for
point-to-point systems between just two parties, scaling QKD to a more complex network
topology requires what are called trusted relay nodes. Trusted relay nodes are responsible for
relaying the cryptographic key established on one link to other parties in the network. To do
this, the network must trust that relay functionality. This highlights the importance of the Key
Management layer in QKD networks today and in QKD networks of the future, especially as
upgrades and new deployments are implemented. The Key Management layer is responsible
for functions like session key routing and distribution, and policies on managing crypto keys in
the network. These policies might include how long to store the crypto keys, how often crypto
keys roll over, and any other storage or retrieval policies fall to this key management layer.
QKD also suffers from photon loss. As photons travel through optical fiber, they are susceptible
to loss, and the probability of successful transmission decreases exponentially with distance.
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QSC

Quantum Secure Communication provides arguably the most advanced level of security of
these three solutions because QSC uses entanglement. Entanglement enables an entire suite
of key distribution protocols beyond the prepare-and-measure BB84-style QKD protocols.
Entanglement enables the next generation of key distribution protocols: E91, BBM92, and
Device Independent QKD all rely on establishing end-to-end entanglement.

Using entanglement eliminates the need for trusted relay nodes, which introduce insider
security risks. Eliminating trust in specific nodes or certain actors in the network is a more
secure approach. In addition to eliminating risk, entanglement-based quantum networks are
multi-use platforms. Where QKD networks can only enable the distribution of key material,
entanglement-based quantum networks can also be used for other applications, enabling other
cryptographic use cases beyond symmetric keys, including Quantum Secure Direct
Communication (QSDC) protocols. QSDC protocols use entangled photons to encode
sensitive data in the photons themselves.

Entanglement also enables protocols such as quantum teleportation, where information can be
received at a destination on the network without the need to send the information on the
network itself.

Entanglement-based quantum networks enable QSC, but they can also simultaneously enable
a variety of applications in addition to the security applications. This includes networking
quantum computers together to scale up quantum computing power, enable distributed
quantum computing, and facilitate blind quantum computing.

There are some challenges to distributing entanglement with quantum networks. Currently,
there are low entanglement generation rates, which equates to low secret key rates. The
reason for this is quantum protocols are stochastic, which impacts how efficiently
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entanglement can be distributed. Fidelity is also a limiting factor in entanglement-based
quantum networks. Fidelity, the quality and strength of the entanglement being generated,
decays over time as it's interacting with the environment.

Attack Profiles for PQC, QKD, and QSC
The security offered by PQC, QKD, and QSC can be divided into two categories: theoretical
security and implementation security. Theoretical security, or “protocol security,” refers to the
protection of a system against adversaries whose capabilities adhere to a certain set of
assumptions. Using these mathematical frameworks, cryptographic protocols can be proven to
be mathematically secure against known attacks by the adversary. Implementation security, on
the other hand, concerns the real-world deployment of these protocols, where factors such as
hardware imperfections, side-channel attacks (i.e., any attacks not in scope of the security
proof), and operational errors come into play.

For example, QKD protocols have been proven theoretically secure against any computational
attack, including those from quantum computers. However, in practice, QKD systems have
been shown to be vulnerable to side-channel attacks, where attackers exploit weaknesses in
the hardware rather than the underlying protocol. Similarly, PQC algorithms, while theoretically
resistant to quantum attacks, might still be compromised by advances in algorithmic theory or
by implementation flaws such as electromagnetic interference or side-channel attacks.

The landscape of cryptographic attacks is continually evolving, driven by advances in quantum
computing and cryptanalysis. As these technologies develop, the attack profiles for PQC,
QKD, and QSC will also change. For instance, the advent of a powerful quantum computer
would render RSA obsolete almost instantly, as it would be easily cracked by Shor's algorithm.
In contrast, PQC might hold up longer but could still be vulnerable to future computational
breakthroughs.

Understanding these evolving attack profiles underscores the need for a hybrid approach to
cybersecurity. No single technology can provide complete protection against all potential
threats. Instead, a combination of PQC, QKD, and QSC can create a layered defense, where
the strengths of each technology compensate for the weaknesses of the others. This approach
also allows for greater flexibility and adaptability, ensuring that as new threats emerge,
organizations can adjust their security measures accordingly.
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Practical Considerations: Hardware Maturity and Market
Readiness
When considering the implementation of quantum-safe cryptographic systems, organizations
must also weigh factors such as hardware maturity, market readiness, and cost. PQC, as a
purely classical technology, has the advantage of easier integration with existing legacy
systems, making it more scalable in the short term. However, as the technology matures, QKD
and QSC will likely offer superior protection, especially in critical applications where security is
paramount.

The development of quantum hardware, such as quantum repeaters and equipping satellites
with quantum components, will play a crucial role in extending the range and effectiveness of
QSC. These advancements will lower the barriers to long-distance entanglement distribution
and increase the scalability of these networks. Organizations must carefully consider the
urgency of their migration to any system. Contributing factors in this decision are an
organization’s needs and use cases for the network, the type of data traffic on the network, and
the network architecture. These factors influence the urgency of the migration, the scope of
migration, and how to prioritize implementation.

Side-Channel Attacks: A Shared Vulnerability
One of the most pressing challenges across all three technologies—PQC, QKD, and QSC—is
the threat of side-channel attacks. These attacks target the physical implementation of
cryptographic systems rather than the underlying algorithms, making them a significant
concern for real-world security. For instance, a side-channel attack on a QKD system might
involve shining a bright light into a photon detector to extract information, while a similar attack
on a PQC system might exploit electromagnetic emissions to gain insights into the
cryptographic process.
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To mitigate these risks, ongoing research and standardization efforts are crucial. Organizations
such as ISO, IEC, and ETSI are continuously updating protection profiles, security
requirements, and evaluation methods to safeguard against side-channel attacks. By staying
informed and implementing the latest security measures, organizations can enhance the
implementation security of their crypto systems.

Hybrid Architectures: A Future-proof Cybersecurity Posture
The ideal future-proof approach to cybersecurity would provide:

● Layered defense-in-depth, where any adversary or attacker on the network would
have to break multiple protocols and crypto systems in order to gain access to
the cryptographic key or decrypt any data on the network.

● Diversified with math & physics, where security relies on both types of protection.
● Multiple use cases possible, such as enabling the creation of symmetric keys,

use of digital signatures and certificates, and the ability to support applications
beyond cybersecurity.

● A cryptographically agile strategy, capable of changing which cryptographic
algorithms are employed and which attacks the network is protected from.

The crux of modern network security lies in not relying solely on any single technology or
protocol. As we anticipate the quantum era, it's clear that a hybrid approach—combining
Post-Quantum Cryptography (PQC) with Quantum Key Distribution (QKD) and / or Quantum
Secure Communication (QSC)—is essential for comprehensive security. This is not a case of
choosing between one technology or another; rather, it's about integrating these solutions to
harness their collective strengths. This integration occurs across multiple layers of the network
architecture: the physical layer, the cryptographic layer, the network architecture layer, and the
application layer. Each layer offers unique intersection points where quantum and classical
technologies can complement each other to create a robust, future-proof security system.

Physical Integration

At the physical layer, where data transmission occurs, the intersection of quantum and
classical signals can provide valuable cybersecurity benefits. For instance, when quantum and
classical signals traverse the same channel, hybrid data packets can be employed. In these
packets, classical headers guide the information, while quantum payloads ensure the security
of the data. This integration at the physical layer enables advanced security features like
eavesdropper detection, where any attempt at unauthorized interception can be immediately
identified due to the perturbation of the quantum state.
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Moreover, quantum signals can be utilized for fast mitigation of attacks on the link, and for
applications like quantum sensors and quantum alarms, which provide additional layers of
security by verifying the physical presence and location of network participants. For example,
quantum signals can be used to confirm that "Alice" is where they claim to be, or that "Bob" is
located where the network expects them to be. These capabilities are foundational to building
a secure and resilient network infrastructure.

Cryptographic Integration

Moving to cryptographic integration, the focus shifts to the integration of PQC algorithms with
methods like QKD and QSC. The interplay between these technologies is crucial for achieving
crypto agility—a key requirement in a rapidly evolving threat landscape. Crypto agility refers to
the ability to dynamically switch and rotate cryptographic protocols in response to emerging
threats or changes in the network environment. This might involve periodic rotations of key
establishment or distribution protocols, or even responsive adjustments based on real-time
network state and detected attacks.
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At this layer, entanglement-based protocols can be used to generate symmetric cryptographic
keys, which can then be consumed by various algorithms, such as AES-256 or AES-512. The
integration points extend to other cryptographic methods, including one-time pads, IPsec,
Macsec, IKE, and TLS, ensuring that the keys generated in entanglement-based quantum
networks used for QSC can be effectively utilized across a wide range of security protocols.
Additionally, the concept of key mixing—combining multiple sources of entropy, like those
provided by quantum random number generators (QRNGs), and methods for key
establishment—further enhances security by making it significantly more difficult for
adversaries to compromise the cryptographic keys.

Network Architecture Integration

At the network architecture level of integration, the focus is on the overall design and structure
of the network. Here, the intersection of quantum and classical technologies can be seen in the
topology of the network, the distribution of data centers, and the placement of edge devices.
The critical backbones of the network, which handle the highest data rates and the most
sensitive information, are ideal candidates for quantum security solutions like QSC. These
backbones are typically connected by fiber optic channels, making them well-suited for the
deployment of quantum technologies.
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However, the edge of the network, where Internet of Things (IoT) devices and wireless
communication dominate, presents a different set of challenges. The deployment of quantum
technologies in these environments is more complex and less feasible at this stage. As a
result, PQC plays a more prominent role in securing the last mile of the network, where
classical cryptographic methods are still more practical due to their smaller form factors.

Gateway functions are another critical intersection point at this layer. These gateways manage
the transition between quantum-enabled links and purely classical links, ensuring that the
security provided by quantum technologies is maintained across network boundaries. The
hybrid architecture must be designed to seamlessly integrate these different layers, ensuring
that the entire network remains secure, regardless of where the data is flowing.

Application Integration

At the highest layer, the application layer, the intersection of quantum and classical
technologies becomes even more apparent. Quantum-enabled data centers are already being
built by companies like IBM and IonQ, which are leading the way in developing modular
quantum computers that coexist with classical systems. These data centers raise important
questions about how quantum computing will be consumed by end users—whether it will be
primarily accessed through the cloud or deployed on-premises.

In cloud-based quantum computing scenarios, protocols for blind quantum computing and
distributed quantum computing become valuable to end users. These protocols allow quantum
computations to be performed without revealing the underlying data to the cloud providers,
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ensuring that sensitive information, such as intellectual property or personal data, remains
private throughout the process. This capability is critical for industries that handle highly
confidential information, such as finance, healthcare, and scientific research.

In the domain of sensing, quantum technologies offer new opportunities for applications in
position, navigation, and timing (PNT). Quantum sensors, connected through
entanglement-based quantum networks, can provide unparalleled accuracy and security for
military and critical infrastructure applications. As we continue to explore the potential of
entanglement-based quantum networks, new applications will emerge, ranging from
trustworthy voting systems to quantum-secure financial transactions and beyond.

Challenges of Implementing a Hybrid Classical/Quantum
Architecture for Future-Proof Cybersecurity
As we move towards integrating quantum technologies with classical cryptographic systems,
hybrid architectures emerge as a promising approach for future-proof cybersecurity. However,
this approach is not without its challenges. The technologies involved—Post-Quantum
Cryptography (PQC), Quantum Key Distribution (QKD), and Quantum Secure Communication
(QSC)—have not reached the peak of their potential, with new hardware, components, and
companies constantly emerging.
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One of the primary challenges in implementing a hybrid classical/quantum architecture is the
lack of a comprehensive suite of standards. While there is ongoing activity in developing
protection profiles integration standards, there is no universal, one-size-fits-all approach to
integrating these technologies across different layers of network architecture – yet. While
classical internet protocols have well-established standards, the quantum domain remains in
its early stages of standardization. This lack of uniform standards can make integration
complex and daunting, as organizations must navigate a landscape where different solutions
may not yet be fully interoperable. Reaching out and working with experienced partners and
vendors can make this task less daunting. Additionally, the absence of rigid standards also
offers a degree of flexibility. It allows for more agile development and adaptation as the
technologies mature. As quantum computing and cryptographic methods mature, so too will
the algorithms, hardware, and protocols that underpin these systems. Organizations must be
prepared to invest in a migration strategy that anticipates these changes and stays ahead of
emerging trends, ensuring that their security architecture remains resilient against new threats.

Crypto agility, the ability to dynamically adapt and rotate cryptographic protocols in response to
evolving threats, is crucial in a hybrid architecture. However, there is still no clear definition or
framework for what it means to be truly crypto-agile. This ambiguity poses a challenge for
organizations trying to implement agile systems that can respond to both current and future
threats. The ability to rotate protocols, adjust key distribution methods, and integrate new
quantum-generated entropy sources are all aspects of crypto agility that need to be further
defined and standardized. Moreover, as government regulations like GDPR, other privacy
laws, and quantum technology export controls evolve, organizations must ensure that their
security measures are not only agile but also compliant with these legal frameworks. Balancing
the need for dynamic security with regulatory compliance adds another layer of complexity to
the implementation of hybrid architectures.

The business case for adopting a hybrid classical/quantum architecture is a potential challenge
that needs careful consideration. While the case for enhanced security is clear, the economics
of migrating to these new systems must be evaluated from both a risk management and cost
perspective. Organizations need to assess their current infrastructure, the sensitivity of the
data they handle, and the specific threats they face. This assessment will inform the urgency
and scope of their migration to quantum-safe systems. The architectural design of the network,
including decisions on where and how to implement quantum technologies, will depend heavily
on these factors. For instance, the integration of quantum solutions might be prioritized in the
most sensitive parts of the network, while classical cryptographic methods continue to be used
in less critical areas. The strategic allocation of resources, combined with a clear
understanding of business incentives, will be key to successful implementation.

The effectiveness of a hybrid classical/quantum architecture also depends on the specific use
cases and constraints of an organization. The sensitivity of the data, the expected attack
profiles, and the geographic footprint of the organization’s network can all influence the design
of the security architecture. For example, a financial institution may prioritize the integration of
quantum technologies to protect high-value transactions, while a government agency may
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focus on securing communications in compliance with national security regulations. These use
case dependencies mean that there is no one-size-fits-all solution. Each organization will need
to tailor its hybrid architecture to meet its unique security requirements, making the design
process more complex but ultimately more effective.

The Promise of Hybrid Architectures
Despite these challenges, the potential benefits of hybrid architectures make them a worthy
endeavor. By combining the strengths of classical cryptographic methods like PQC with
quantum-based security measures, organizations can achieve a level of security that was
previously unattainable. The integration of quantum technologies introduces notions of
information-theoretic security, making it practically impossible for adversaries to crack
encryption even with future advances in quantum computing.

Furthermore, the dynamic nature of a crypto-agile system allows organizations to rotate and
update their security protocols in response to evolving threats, providing a resilient defense
against both current and future cyber attacks. This adaptability is particularly valuable in a
landscape where new threats are constantly emerging.

Embracing the Future of Cybersecurity
In conclusion, while there are challenges to implementing a hybrid architecture, the potential
rewards are immense. The continuous evolution of quantum technologies, combined with the
growing need for robust cybersecurity solutions, makes this an exciting and necessary field to
explore. By investing in hybrid architectures that combine classical methods like PQC with
quantum-based security measures like QSC, organizations can strengthen their security
posture and prepare for the quantum era while also investing in its potential. Organizations that
start their quantum networking journey today will be best positioned to face the challenges,
and embrace the upsides of tomorrow's quantum world.

A full-stack solution for entanglement-based Quantum Secure
Communication
Entanglement-based quantum networks are being built today by a variety of organizations for a
variety of use cases – benefiting organizations internally, as well as providing great value to an
organization’s customers. Telecommunications companies, national research labs, and
systems integrators are just a few examples of the organizations Aliro is helping to leverage
the capabilities of quantum secure communications.
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Building entanglement-based quantum networks that use entanglement is no easy task. It
requires:

● Emerging hardware components necessary to build the network.
● The software necessary to design, simulate, run, and manage the network.
● A team with expertise in the fundamental science of entanglement-based quantum

networks and classical networking.
● Years of hard work and development.

This may seem overwhelming, but Aliro is uniquely positioned to help you build your quantum
network. The steps you can take to ensure your organization is meeting the challenges and
leveraging the benefits of the quantum revolution are part of a clear, unified solution already at
work in networks like the EPB Quantum Network℠ powered by Qubitekk in Chattanooga,
Tennessee.

AliroNet™, the world’s first full-stack entanglement-based network solution, consists of the
software and services necessary to ensure customers will fully meet their advanced secure
networking goals. Each component within AliroNet™ is built from the ground up to be
compatible and optimal for with entanglement-based networks of any scale and architecture.
AliroNet™ is used to simulate, design, run, and manage quantum networks as well as test,
verify, and optimize quantum hardware for network performance. AliroNet™ leverages the
expertise of Aliro personnel in order to ensure that customers get the most value out of the
software and their investment.

Depending on where customers are in their quantum networking journeys, AliroNet™ is
available in three modes that create a clear path toward building full-scale entanglement-based
secure networks: (1) Emulation Mode, for emulating, designing, and validating
entanglement-based quantum networks, (2) Pilot Mode for implementing a small-scale
entanglement-based quantum network testbed, and (3) Deployment Mode for scaling
entanglement-based quantum networks and integrating end-to-end applications. AliroNet™
has been developed by a team of world-class experts.

To get started on your Quantum Networking journey, reach out to the Aliro team for additional
information on how AliroNet™ can enable secure communications.

www.alirotech.com
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